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Hills eCommerce – Contact Us
Customers who has access to the eCommerce site via an established login account can Contact Us and
request various pieces of information. In conjunction to lodging a case the customer can also track the
progress of their cases.
The information captured in the Contact Us form is managed by the Hills CRM (Customer Relations
Management) application. Where in a Case is created and assigned to the Customer Service
Department who will be handling the eCommerce enquiries.
The Contact Us page on the eCommerce site allows a customer to select the nature of the enquiry. In
addition, a request for Account Application and eCommerce Registration is also captured in the same
way, and will be directed to Account Receivable where an ERP account will be created.

CRM Case Types
Types of cases which can be submitted to Hills:





Enquiry – General enquiry to Hills
Registration - request to create a customer account with Hills
Return – request a GRA (Goods Return Authority) to return an item/s
Service – request for service via the Service Department

All submitted cases have a case owner in a queue which will be managed and monitored by the CSC
(Customer Service Centre) Team.
For an existing customer, where the customer ID is known and submitted from the eCommerce site,
the CRM will use the ID to determine the account associated with the case.
If the customer ID is known and an email address is submitted with the request, the CRM will
endeavour to determine the contact within the Account associated with the submitted email
address. Where multiple contacts have the same email address, no contact will be entered in the
case.
Case creation and queue monitoring will be the same process regardless of the website origin, ie. NZ
or AU.
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Hills eCommerce – Customer Registration
Customer are required to have a trading account with Hills to be able to login and purchase items
from the Hills eCommerce site. For some customers this will already be the case and just need to
contact a Hills Sales Representative to arrange to give access to the eCommerce site.
In the case of a new customer to Hills, you can complete the online registration for either a Pre-paid
(Cash Sale) or a Trading Account.
The following are the steps required to facilitate a customer access to the Hills Website.

Hills Customer – Not Registered on eCommerce
For a Customer who already have an active trading account with Hills and have not been registered
or created within the eCommerce platform. That is, you’ve never received a “Welcome” email to
activate their account by establishing a password.
You should contact Hills CSC on 1300 HILLS 1 (1300 445 571) and they will arrange for you to receive
the “Welcome email” and details on activating your eCommerce account.

New Hills Customer Registration
For a new customer to Hills you can request an account via the Hills eCommerce site. The detail of
this registration will be forwarded to our Account Receivable via the CRM platform. The Accounts
Receivable team will make telephone contact with you if they have any questions regarding your
account registration. Once an account has been created you will receive a “Welcome” email from
the Hills eCommerce platform inviting you to activate your account by establishing a password prior
to accessing the site. Once access to the Hills eCommerce site is achieved you can then confirm your
Profile setting and commence purchasing.
For a new Cash Sale Customers;
1. Browse to the Hills Limited eCommerce site http://www.hills.com.au
2. Click on the Login link in the top right-hand corner of the page.

3.
4.
5.
6.

Click on the Create Account link.
Enter the Name, Contact Details, Position Title associated with the account request.
Select the Country in which the accounts business will be conducted.
Select the Hills product solution group/s with whom the account will predominantly be
dealing.
7. Select the preference to receiving marketing and promotional information.
8. Tick the box to confirm the acceptance of the Terms & Conditions and Privacy Policy.
9. Select the type of account the applicant is looking to request.
a. Trade Account – All orders will consume the credit available to the account at the
time of purchase, payment will be based on previously supplied orders.
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10.
11.
12.

13.
14.
15.

16.
17.

b. Cash Account – All orders will require full payment at the end of all online
purchases.
Select the organisational type for the account application.
Member Details - based on the selected organisation, enter or edit the Name and associated
details displayed. Click Next to continue.
Organisational Details - enter or edit the Name and associated details displayed. A valid
ABN and Trading Name is required. If applicable a valid Security license number is also
required if the account will be purchasing items which require a Security License. Click Next
to continue.
Communications Details (Registered Address) – if required, edit the Name and address
details displayed. Click Next to continue.
Communications Details (Billing Address) – if required, edit the Name and address details
displayed. Click Next to continue.
Communications Details (Delivery Address) – if required, edit the Name and address details
displayed. Select the preferences to receiving Invoices and the use of Purchase Orders
numbers. Click Next to continue.
To edit any previous screens, click Back.
If the application is complete, select Done.

For Credit Account New Customers;
1. Select the credit application form to be downloaded.
2. Complete the application form on line and print the application form or alternatively print
the application form and write in the details.
3. Sign the completed printed application form and upload and submit the scanned completed
& fully signed form.
4. Should you have any issues please contact the CSC on 1300 HILLS 1 (1300 445 571)
The online request will be passed to the Hills Account Receivable department via the CRM for the
trading account to be created in ERP. Once created the Sales team will set the Sales Contact and
Pricing details along with activating the process to register on the eCommerce platform.

Existing Hills Customer – Registered on eCommerce
Customer who already have an active trading account with Hills and has been registered and an
account has been created within the eCommerce platform. That is, you’ve received a “Welcome”
email to register a password but have not activated your account.
You should contact Hills CSC on 1300 HILLS 1 (1300 445 571) and they will arrange for you to receive
a “Reset Password” email and details on activating your eCommerce account.
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Hills eCommerce – Customer Managed Users
As a customer who has access to the eCommerce site via an initial login can create and maintain
additional users for your business. This gives additional staff their own username and password
linked to the initial Primary eCommerce Account thus linked to the single Hills Systems account. It is
the responsibility of the Primary Account holder to maintain the linked users for their account.
A Super User or Primary Account holder can create a new user with the following roles;
1. Administration Officer – this user can utilise all aspects of the eCommerce but they are
restricted to making Payments only, they are unable to place an order.
2. Purchasing Office – this user can utilise all aspects of the eCommerce but they are restricted
to placing Purchase Orders only, they are unable to make a payment.
3. Alternatively, a linked new can be assigned both roles given access to all aspects of the
eCommerce site.
NB: Should your Primary Account emails details change, you should contact Hills on 1300 HILLS 1
(1300 445 571) and arrange to establish a new emails username to the eCommerce site.
The following are the steps can be performed within the Hills eCommerce Website to create
additional users.
1. Log into the Hills eCommerce site using a valid username and password. Click the Login
dropdown and then select Manage Users.

2. Maintain Existing Users can be done by clicking the Edit aligned with the user.
a. Users can be enabled or disabled by selecting the switch.
b. Change the roles by selecting or deselecting either of the displayed roles. When
highlighted the role is active.
c. Reset the user’s password by clicking the Send Link. An email will be forwarded to
user with a reset password link.
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3. Create a new User can be done by clicking the Add New Users link.
a. Enter the associated Name and email address of the new user.
b. Select the roles to be assigned to the users.
c. Enable the user by clicking the enable switch.
d. The new user will receive a welcome email with a link to create a password and
activate the access the eCommerce site.
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Hills eCommerce – Customer Profile
A customer who has access to the eCommerce site can maintain certain aspects of the account
details. These initially are reflective of the information with in the Hills Commercial System (ERP),
any changes made by a customer within the eCommerce site will then be reflected inside their
account within ERP.
The following are the steps can be performed within the Hills eCommerce Website.
1. Log into the Hills eCommerce site using a valid username and password. Click the Login
dropdown and then select Profile Setting.
2. The Profile Setting page is broken down into several elements in which various aspects can
be edited.
a. Contact Information
b. Organisation Information
c. Fulfillment Preferences
d. Payment Details
e. Marketing Preferences
3. To change the information contained within any of these elements, Click on the Edit icon.

4. The following information can be edited by the customer, only specific fields can be
changed. A field which cannot be changed will not allow the customer to click and change.
a. Phone Number
b. Position Title
c. Users Password
d. Sales and Account Contact information
5. Click the Save, icon to confirm changes or Cancel to reject. Any changed information will be
transmitted and be reflected within the ERP.

Customer can make changes to their fulfillment preferences, these can be saved so that future
orders can use this information.
1. To change the information contained within any of these elements, Click on the Edit icon.
2. Referred Mode of Fulfilment, this can be set to either Delivery or Pickup, this can also be
changed at any time during the Checkout process when placing an order.
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3. In conjunction to this the Preferred Pickup Location and default Shipping Address can be set.
Additional shipping addresses can be added and selected during the Checkout process when
placing an order.

Customer if desirable, can set their default Credit Card details which can be selected during the
Checkout process when placing an order.
1. To change the information contained within any of these elements, Click on the Edit icon.
2. Click the Add or Change Credit Card detail
3. Enter the relevant details as required, Click the Save as my Default to enable selection in
future Checkouts.
4. Click, Add Card Details to save details.
5. These payment details are not available to access or view by any other parties. Kibo is PCI
(Payment Card Industry) compliant refer to the Kibo documentation. (see attached)
6. Data Security Schedule – Kibo

Customer can select a time period and view Order History. This order history will be reflective of any
online as well as offline purchases.
1. Click on the time period for which the transaction history is required.
2. Click the Get Transaction History button. This will display the transactions below.

3. The details displayed are taken directly for the ERP and represent a live snapshot for the
order and payment history.
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Customers can complete a Return Request via the eCommerce site. By following the prompts and
completing the information required the page. Once submitted the details are forwarded to the
CRM and a Task Ticket will be raised for further action by the Sales team.
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Hills eCommerce – Products
Customers who has access to the eCommerce site via an established login account can view Product
Details and Specifications, Pricing specific to their assigned pricing tier or contracts and place orders
for delivery or pick-up.

Products
Our online product catalogue does not yet represent our entire range, but we’re working to have
most products available for online purchase. Some products may not be available in your region.
Hills Limited is legally obliged to provide retail services of restricted products only to persons or
businesses with the correct certification.
Product information stored between the PIM and ERP. The various eCommerce elements like digital
assets (images, documents and marketing info) are maintained within the PIM (inRiver). The selling
and inventory elements (stock availability, customer pricing and orders) are maintained in the ERP.
This information is then via an electronic interface loaded into the eCommerce platform.
Product Categories within the eCommerce site can be searched for and can be done in some various
ways;
Product Categories
The Product Categories can be viewed by selecting “Product” in the page header and then the
Business which will expose lower level categories. To view any of the lower levels you can click “View
All” to display a full page of the associated categories.
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Business Groups
The Product Categories can be viewed by selecting the Product by Business which will expose lower
level categories.

Global Search
The “Global Search” cab be used to entry a keyword of a product; the results will be displayed where
a specific product can then be selected.

Search Filter
Search Filters can be used to reduce the displayed products down to a specific group. Individual
products can then be selected.
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Hills eCommerce – Orders

Customers who has access to the eCommerce site via an established login account can view Product
Details and Specifications, Pricing specific to your assigned pricing tier or contracts and place orders
for either delivery or pick-up.

Online Orders
Add to Cart
Once a required product has been acquired using the various search options available the customer
can Add to Cart in preparation to purchase. An Item can be added to the Cart where ever the option
is displayed within the eCommerce site.
Enter the quantity required and select Add to Cart.

Click Add to Cart from
Product Search or
Category drop thru.

Click Add to Cart from
Product information
page

Alternatively, a customer has the option to Add to Wish List, this can be recalled at a later stage via
the Login dropdown and select My Wish List.
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Once Items have been added to the cart the content can be view by Clicking the Shopping Bag in the
page header, and the Click View Full Cart. Alternatively, the customer can select Checkout to skip the
cart edit step.

Click the Shopping Bag to
view the cart content.

View Full Cart is where the cart content can be edited. Items can be Removed, Added to Wish List
and the quantity can be modified by clicking the up and down arrows.
At this point the total dollar amount of the order is displayed based on the cart content, this value
will be re-calculated if quantity id modified.

Checkout
The customer can define the shipping details for the order. They can opt to retain the default
delivery address, modify the default or enter a new one for this specific order. Alternatively, they
can select to Switch to Pick up and opt to retain the default or select another Hills branch to collect
the order.

Define address
details
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Use the Drop down to
select another pick-up

Submit Order
The customer can add Special comments pertaining to this specific Order. Purchase Order number
are entered at this stage. If Pick up was selected during Checkout and the collection is being done by
a third party, the customer should enter the relevant details as Special Comments.
Confirm Delivery Address details, add Express Delivery and accept a Part Shipment by selecting
either of the two options.
Payment options are defined based on the customer type within Hills Commercial System.
Customers with a trade credit account will automatically be charged to the account. Customer which
are set as Must Prepay will be required to pay at the Order Confirmation step.
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Confirm Order
Once Order Confirmed has been selected there is no further options to modify the order online. Any
order modifications will require contact with the Hills Sales Team where the order will be modified in
ERP via the normal methods available.
The customer will receive a standard ERP Order Acknowledgement to confirm the order has
transitioned from the eCommerce site into ERP.
Any correspondence with the customer can be based on the Order Number generated online, this
will match in the eCommerce and ERP. Thus, the standard ERP Order Enquires – P770D and P770H
will function as normal.

Order History Enquiry
The customer’s order history is displayed within the My Profile pages, accessed by clicking and
selecting from the Login dropdown menu.
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Hills eCommerce – Order/Invoice Payments
Customers who has access to the eCommerce site via an established login account can place orders and
can make a payment.
Credit Account Customers – are those who have a credit limit assigned within the ERP, orders placed on
the eCommerce site will consume available credit. These customers will make payments on order which
have been supplied and confirmed during the current or past month. They can make a payment at any
time, it can be made against any Invoice which is yet to be offset against the customers ledger. The
customer can elect to pay specific invoices where the total amount payable will be calculated or optionally
they can elect to pay a nominated amount that is not linked to any specific invoice. This will be applied to
the customers ledger and Accounts Receivable to handle the invoice offsetting.
Cash Sale Account (COD) Customers – are those who have no credit limit assigned within ERP, orders
placed on the eCommerce site will required payment at the Confirm Order stage when placing an online
order. These customers will not have an option to make a payment against an order within the
eCommerce site.
In both cases customers can elect to make a payment using Credit Card or via a PayPal account. A Credit
Account Customer cannot pay for the current order being placed i.e. cash sale type order. Credit Account
Customers can only pay down existing Invoices via the administration. The payments are handled via a
Payment Gateway and PayPal Pro. All payment information is in accordance with PCI (Payment Card
Industry) compliant refer to the Kibo documentation.

Make a Payment – Credit Account Customer
1. As a login user navigate the My Profile page.

2. From this page, Click the PAY icon, to navigate to the Account Payment page.
3. The options available are;
a. Enter a specific amount to pay
b. Select specific Invoices to be paid, the total of the selected invoices will be calculated
and displayed.
4. Once the Add Payment has been made
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5. In the section, Make Payment;
a. Click the Saved Credit Card, if credit cards details have been saved previously and select
the card to which the payment is to be charged or;
b. Click the new Credit Card and enter the card details for the payment.
c. Click PayPal if this is to be used for the payment.
6. Payment confirmation will displayed with an acknowledgment from the Payment Gateway or
PayPal.

Make a Payment – Cash Sale Account Customer
1. As a login user who has placed products into a Shopping Cart, and changed the delivery details
as required.

2. Click the Submit Order, to finalise the order and make payment.
3. In the section, How would I like to Pay?
a. Click the Saved Credit Card, if credit cards details have been saved previously and select
the card to which the payment is to be charged or;
b. Click the new Credit Card and enter the card details for the payment.
c. Click PayPal if this is to be used for the payment.
4. The method of payment can be saved and used in future purchases by clicking the Save as my
default payment mode.
5. The credit cards details can be saved and used in future purchases by clicking the Save Credit
Card details.
6. If all is correct, Click Confirm Order to make payment and finalise order.
7. Payment confirmation will displayed with an acknowledgment from the Payment Gateway or
PayPal.
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Hills eCommerce- Site FAQ’s
Users
How do I become a Hills customer?
From within the Hills eCommerce Login page, Click on the Create Account link and follow the
online prompts to forward a request to Hill Account Receivable. Someone will then contact
you in order to establish a trading account.
I am not eligible to be a Hills customer, how can I purchase security, audio visual and
communications products?
Hills Ltd has options for retail customers in our DIY range for residential and family security,
which you can find here: https://iprotect.hills.com.au/
How do I retrieve my password?
From within the Hills eCommerce Login page enter the email address linked to the
eCommerce an account, select Forgot Password and follow the prompts to receive a Reset
password email.
Why can’t I log in?
There could be several reasons as to why a login is not working correctly. Please call us on
1300 HILLS 1 and speak to a Customer Service rep and they will be able to establish your
account details.
How many users can I have under my eCommerce account?
Each customer will have a Primary eCommerce account linked to a single ERP account. The
Primary account holder will be able to create any number of additional users linked to the
Primary eCommerce account and assign specific permissions to those accounts.

Accounts
How many users can I have under my eCommerce account?
Each customer will have a Primary eCommerce account linked to a single ERP account. The
Primary account holder will be able to create any number of additional users linked to the
Primary account and assign specific permissions to those accounts.
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Are my online and offline accounts linked?
Once you have become a Hills Ltd customer, a Trading Account within the ERP will be linked
to the Primary eCommerce account. All online and offline purchased will be recorded against
this account and be reflected on the customer’s account ledger.

Orders and Purchases
What are my payment options for online purchases?
Payments for your online purchases can be made via a Credit Card or PayPal account.
Are there any alternatives to online payments?
Yes, in addition to online payments the Direct Deposit option is available, please call us on
1300 HILLS 1 and speak to our Account Receivable department to make suitable
arrangements.
Can I change my order at Checkout?
Yes, an order can be modified any time prior to Confirming Order.
Can I change my order after Confirmation?
No, an order cannot be changed online after it’s been submitted. To change an order after
it’s submitted you’ll need to call us on 1300 HILLS 1 and speak to our Sales Team.
I’m looking to return my purchase; how do I do this?
Yes, a request to return can be made based on Hills standard return policy. A request for a
Good Return Authority can be made via the eCommerce site by clicking the link under the
Login dropdown icon.

Invoicing and Billing
Where can I find a record of my invoices?
Order and Transaction History can be found in the My Profiles page, under the Login
dropdown.
My billing and delivery address’ are different, how do I let Hills know this?
You can update your Delivery address’ within the Profile Setting page. If your order has
already been placed or you believe there may be a confusion in your delivery, please call us
on 1300 HILLS 1 and have your order number ready.
For changes to Billing address please contact Hills Accounts Receivable department call us on
1300 HILLS 1
I’ve received a physical invoice; what payment options are available?
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If the invoice is unpaid, you can make payment via the eCommerce site. Click on the Login
dropdown and select Payment. The specific invoice can be selected for payment which can be
made via Credit card or PayPal.
You can contact us on 1300 HILLS 1 to use other available options.

Shipping
How much does shipping cost?
The exact Shipping change is calculated and displayed during the Submit Order step when
placing an order.

Delivery and Tracking
Where do I find my delivery address?
You can find your default Delivery address within the My Profile page.
If you are concerned about the delivery address of an order, please get in touch with us at
1300 HILLS 1 with your order number ready.
How do I change my delivery address?
You can update your default Delivery address and add any other commonly used Delivery
Addresses within the My Profile Setting page.
If your order has already been placed or you believe there may be a confusion in your
delivery, please call us on 1300 HILLS 1 and have your order number ready.
My billing and delivery address’ are different, how do I let Hills know this?
You can update your Delivery address’ within the Profile Setting page. If your order has
already been placed or you believe there may be a confusion in your delivery, please call us
on 1300 HILLS 1 and have your order number ready.
For changes to Billing address please contact Hills Accounts Receivable department call us on
1300 HILLS 1
Can I pick up my delivery myself or with a courier, from a warehouse or local branch?
Yes, at the time of Submitting your online order you can choose Pick-up your order from a
nominated Hills Branch. You can note the fact that you are using a courier to pick up by
noting the fact and/or the couriers name in the special instructions text box when placing the
order.
When will my delivery arrive/ how can I track my order online?
Once your order has been despatched, you’ll receive a Delivery Advise. This will have the
relevant Tracking details of the carrier handling the delivery.
How do I get same-day delivery?
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If same-day delivery is not otherwise offered for a product in stock at a nearby branch, please
call the branch in question (contacts can be found here) or call us directly on 1300 HILLS 1.
You have an option to select express delivery and the revised delivery timing will be reflected
in the cart.
My shipment is overdue, how can I find out when I can expect it to be delivered?
If you are unable to track your order via the details on the Delivery Advise, please do not
hesitate to get into contact with us at 1300 HILLS 1 with your order number ready.

Pricing
Where do I find the price of a product?
Product Pricing will be displayed based on your agreed pricing structure, while viewing a
products’ page, for a logged in users. If you do not have a login you can request an account
via the Login dropdown menu.
I have been informed of a special, but it isn’t being applied to my order, why?
Special Quoted Pricing and Local promotions will not be reflected on our online storefront
and will only apply to purchases made off line.
Marketing promotions for our email and social media subscribers should come with a promocode that you can apply on the checkout page to activate your special.
If your special is online and is still not being applied, please contact us on 1300 HILLS 1

Credits
How do I raise a credit claim?
A Request for Return and Credit can be created in the My profile page, under the Login
dropdown.
How do I pay off my order history?
If an invoice is unpaid, you can make payment via the eCommerce site. Specific invoices can
be selected or optionally a nominated amount can be specified, payment can be made via
Credit card or PayPal.
You can contact us on 1300 HILLS 1 to use other available options.
If I am on credit stop, can I still order online?
Yes, however orders may be reviewed by Hills Account Receivable department prior to the
order being released for processing. The order will reflect the order status until the order is
approved and released by the Accounts Receivable department. The order status will then
change from Order Placed to Order Confirmed.
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Product Availability
Where can I find out the stock availability of a product?
Stock availability will be displayed on an individual products’ page, unless you have not
signed in, in which case you can request an account via the Login dropdown menu. If you
require a special order outside of our available stock, please call 1300 HILLS 1
Why can’t I find the product I’m looking for?
Our online catalogue does not yet represent our entire product range, but we’re working to
have most products available for online purchase.
Please contact us on 1300 HILLS 1 or visit a local Hills Branch to enquire about our entire
range.
Are any of my products on backorder?
Prior to the Confirm Order stage you will see the exact availability of the product contained
on the order. Products that will be placed on backorder will be displayed with an extended
ETA. The products on the order can be modified if the backorder is not acceptable.
Why can I see a product, but not purchase it?
Your product may not be available in your region. Please check the stock availability and
location of your product for more information.
Hills Limited is legally obliged to provide retail services of restricted products only to persons
or businesses with the correct certification. If you are unsure whether you can purchase to a
product due to certification, please contact your account representative. Hills Limited
provides education and training, as well as brand partner programs if you are looking to
become certified.
A product I need is out of stock, how can I find alternative solutions?
Most of our product information pages where applicable will have an ‘alternative product’
section showing products that may assist you should your original product be unavailable.
Please check the product details of your alternative product carefully to ensure it fulfils your
original requirements.
Please contact us on 1300 HILLS 1 to enquire about an alternative solution.

Product Restrictions
Why can’t I find the product I’m looking for?
Our online catalogue does not yet represent our entire product range, but we’re working to
upload all our products, however we aim to have most products available for online
purchase.
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Please contact us on 1300 HILLS 1 or visit a local Hills Branch to enquire about our entire
range.
Why can I see a product, but not purchase it?
Your product may not be available in your region. Please check the stock availability and
location of your product for more information.
Hills Limited is legally obliged to provide retail services of restricted products only to persons
or businesses with the correct certification. If you are unsure whether you can purchase to a
product due to certification, please contact your account representative. Hills Limited
provides education and training, as well as brand partner programs if you are looking to
become certified.
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KIBO SECURITY FAQS
AUDITS, TESTING, AND COMPLIANCE

Who audits your company for security processes?
Kibo is tested annually for PCI-DSS Attestation and SOC 2 and SOC 3 compliance. All of the audits are
conducted using outside / third-party auditors who are properly qualified for the above mentioned audit
types. We have other internal and external systems/audits that run as appropriate.
How often do security audits happen?
Assessments are conducted at various intervals depending on scope and type. Security is an ongoing
process and external audits are only a small portion of Kibo's security posture.
Can I get Kibo’s audit report?
Kibo can provide you with our passing PCI Attestation and our SOC3 report. We do not provide our PCI
Report on Compliance or our SOC2 Report.
Do you do vulnerability scans? How often?
We do vulnerability scans at least quarterly and penetration tests at least annually.
Can we penetration test or vulnerability scan your network? Even if it's just our assets on your
network?
Kibo would prefer clients not conduct any penetration testing and/or vulnerability scans on the network
because this can initiate an unexpected load and/or allocation of resources to analyze the situation. One
of the benefits of partnering with Kibo for your eCommerce and Order Management solutions is
knowing Kibo is taking care of these scans and compliance with PCI-DSS on your behalf.
However, if there is a business need to conduct any form of scanning or testing, Kibo’s Information
Security team requests clients submit and request a scheduled date to conduct such testing. Information
Security will review those requests for approval, and in some cases, may be able to conduct those tests
of the client’s behalf.
Does Kibo have Security Policies?
Yes, Kibo has a comprehensive set of internal security policies. We also have an Employee Handbook
which details the general responsibilities of all employees regarding security (such as Acceptable Use
policy).
How often are your security policies updated?
At least annually, and more often if needed to reflect changes in the environment.
Can I have your security policies?
No, these are internal-facing documents. However, if you have a specific question about a specific
policy, the answer may be on this FAQ. If not, our staff will happily ask the Information Security
department for you.
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NETWORK
Where is data stored?
In the Amazon Web Services (AWS) cloud.
Is my company's data stored with data belonging to other companies?
Kibo manages a technology stack encompassing both multi-tenant and dedicated environments. This is
done to maximize economies of scale, but does not sacrifice the security of the data. Data storage within
our environment ranges from logical to physical separation depending up the data, requirements, and
regulatory/compliance guidelines.
Does Kibo use firewalls?
Yes. Kibo utilizes firewalls for external connections and internally to segregate the network. In addition,
Kibo leverages a Web Application Firewall for our environment.
Are Dev and QA environments segregated from Production?
Yes. We follow a full life cycle development process incorporating environments for Development,
Quality Testing, Staging and Production.
Are there wireless connections in your PCI or production environments?
No. The production environment and PCI environment are located in the AWS cloud, which is
completely separate from the Kibo network.
Do you monitor for rogue wireless access points?
Yes, at least quarterly at our local offices.
Are user machines protected with Anti-Virus?
Yes. Anti-virus signatures are updated daily.

DATA PROTECTION

What data is stored?
PCI data such as credit card numbers and expiration dates are stored encrypted. Payment data is
treated, stored, and secured independently from the other forms of consumer data.
How do you protect data?
Kibo utilizes AWS best practices for protection of our environments and data. In addition, Kibo adheres
to PCI Compliance regulations and industry standard encryption practices.
Is PCI information encrypted in transit and at rest?
Yes, Kibo encrypts both in transit and at rest.
Is Consumer information encrypted in transit and at rest?
Yes, for in transit only over https:// front-end hosted web application. Access to consumer data is
limited to only those who require access for support functions and client-level access.
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DATA RETENTION
How long are credit card numbers not saved retained for?
Credit card data not saved is stored no longer than 10 days and then it is purged from the system. The
credit card data saved is stored by the payment gateway service provider i.e. CyberSource and PayPal
who are accredited global payment companies.

INCIDENT RESPONSE
Do you have a formal incident response plan?
Yes, Kibo has an incident response policy in place.
Like all our policies, the incident response policy is reviewed and/or updated at least annually at a
minimum.
Can I have a copy of your incident response plan?
These are internal, confidential company documents and not shared with the public. Please see your
MSA and/or SLA, which details how Kibo provides notification of any incident impacting you or your
consumers.
Have you ever had a data breach?
There have been no reportable incident to date. However, Kibo is committed to our information security
program and continue to build further capabilities and visibility in order to appropriately discovery and
respond to any potential threats.

DISASTER RECOVERY
What method is used to backup data?
Database backups are completed nightly, plus database event replication.
Where is the backup data stored?
Kibo utilized best practices for backups and are stored in other AWS Availability Zones.

PHYSICAL SECURITY
What physical security protects client data?
All client data is stored in the AWS Cloud, not in Kibo locations. AWS operates it’s data centers in
alignment with the Tier III+ guidelines (https://aws.amazon.com/compliance/uptimeinstitute/).
In addition, Kibo has implemented physical security controls across our offices and also manages access
to our systems using a least privileged access method based on job function.
In the office locations, are visitors logged?
Yes. Visitors must register and wear a visitor’s badge when on site.
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SPECIFIC ROLES
Are background checks conducted for all Kibo staff?
Yes. Background checks are conducted on all staff before they are allowed to begin work. Human
Resources staff do reference checks and a third-party conducts financial and criminal background
checks.
Does Kibo deactivate dormant users?
Yes, for internal system admins. Clients are responsible for managing their own users in the application.
What access do call center staff have to customer data?
Only what is absolutely necessary to provide customer service, in a very controlled setting and
depending on their function in the company.

PASSWORD POLICY
Does Kibo operate under a password policy requiring complexity requirements?
Kibo has a password policy that requires complexity. Passwords must have 8 alphanumeric characters
with a number/symbol.
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